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2 |France VanArsdel Biodegradable Cleaning Products Low 4345 $10 $352 $1,529,440 $15,294 $1,514,146

USA VanArsdel Biodegradable Cleaning Products Low 4245 $10 $352 $1,494,240 $14,942 $1,479,298 §

Australia VanArsdel Biodegradable Cleaning Products None 4124 $10 $352 $1,451,648 $0 $1,451,648 4

~

Mexico VanArsdel Biodegradable Cleaning Products Medium 3854 $10 $352 $1,391,808 $83,508 $1,308,300 $

6 France Contoso Pharmaceuticals Biodegradable Cleaning Products Low 4952 $10 $127 $628,904 $6,289 $622,615 $
France Contoso Pharmaceuticals Recycled Can Low 4903 $5 $127 $622,681 $6,227 $616,454 §
8 |Canada Proseware Natural Personal Care Products  Low 1954 $270 $302 $590,108 $5,901 $584,207 $E
9 Canada Proseware Biodegradable Cleaning Products High 1990 $220 $302 $600,980 $84,137 $516,843 $¢
USA VanArsdel Compostable Food Packaging Low 1254 $3 $380 $476,520 $4,765 $471,755
11 USA Proseware Natural Personal Care Products ~ Medium 1465 $224 $302 $442,430 $26,546 $415,884 $C
12 USA Proseware Sustainable Snack Packaging Medium 1410 $120 $302 $425,820 $25,549 $400,271 1
13 Australia Proseware Natural Personal Care Products ~ Medium 1369 $224 $302 $413,438 $24,806 $388,632 $c
14 USA VanArsdel Compostable Food Packaging Medium 1052 $3 $380 $399,760 $23,986 $375,774
15 Canada VanArsdel Compostable Food Packaging Low 980 $312 $380 $372,400 $3,724 $368,676 $
16 Australia Proseware Sustainable Snack Packaging Medium 1298 $120 $302 $391,996 $23,520 $368,476 $1
17 Australia VanArsdel Compostable Food Packaging None 954 $3 $380 $362,520 $0 $362,520

18 Canada Contoso Pharmaceuticals Biodegradable Cleaning Products Low 2785 $110 $127 $353,695 $3,537 $350,158 $e
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(! Produce a visual to explain the activity of the download, the exploit and how it moved through
the incident.
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R Microsoft Security Copilet /  Alert on compromised account and device on Contoso.com Q gé’; D Pin board B Share € Expart
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i Alert on compromised account and device on
 So B Ea| — Contoso.com
Phishing email SharePaint Phishing ernail diarres.
(—/i °"‘Dl'“'°e OneNote WM/ PowerShell AMSI Kinsing Muhstic
""" Sabsik Wacatac
® —in O
fﬂ/uiv S PM%H ‘msrﬁb"a Exchango Crling [ ] Summary 7 Pinned items (5)
( \4 N \Y ap
2]
Ca @ @ ~ Alert Summary
Devica eoda Usar cede Maliciaus GRO Do Cineflate oxe Wkl enmmand LDAR
\(J lﬁ l l l This alert indicates that a device belonging to Devon Torres, a user of the
_____ contoso.com domain, was targeted by an emerging, financially motivated activity
: : @ Dai ; y group that uses OneMote attachments to deliver remote access malware. The alert
& s EEER 3 seoed S provides details about the suspicious process (OJNEMNOTE.EXE) that was launched
HEkio b amf": wmwimmm ST SATDILD e from a downloaded file (SalesLeads (1).onepkg) and its parent praocess (explorer.exe),
l as well as the device's hostname (workstation8), OS version (Windows 21H2), and risk
N @ ” ‘) score {High). The alert also shows the device's last seen time, external and internal |P
addresses, and antivirus status. The device has a user-defined tag (ContosoDemo)
Farsomware ﬁe@i" o Dourdeachee Exploratian and is onboarded to Microsoft Defender for Endpoint (MDATP).
@ @ Attack Steps
Access & refresn okens Defencler settings L2 Server Asset disco
\ L j The account dtorres@centoso.com was involved in a series of suspicious actions on
the workstation8 host, indicating a possible compromise by a8 malware campaign.
S
s The following attack steps were observed:
M en e 2 Sentinel + Malicious OneNote package file downloaded
o 7 * Malicious scripts executed via WScript.exe
- ’ '
- 4 /4 4 + Attemnpted AMSI tampering and process injection
f v sy i) Gafinm @ Off-target T e <> Pin + Suspicious Microsoft Defender Antivirus exclusion and startup folder addition
g/ fi (C targ

= Suspicious LDAP query and process discovery
* Suspicious WMI process creation

+ Suspicious PowerShell command line and script execution

# Type "/ or ask anything about security
Attack Details

Malicious OneMote package file downloaded







40% Higher quality results
259, Completed more quickly

1 2% More tasks completed
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Source: 9/16/2023 — Harvard Business School
& Prof. Ethan Mollick (oneusefulthing.org)



Difference in individual performance with GPT-4 compared
with control group (%)

Creative product innovation Business problem solving

Sources: Human-Generative Al Collaboration Expenment (May—June 2023); BCG analysis.
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Individual performance Collective diversity of ideas

Difference in individual performance with GPT-4 Total change compared with control group (
compared with control group (%)*

50
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Sources: Hum ative Al Colla ion Experime
‘Findings reflect re om the product innovation ‘a ured using TF-IDF and cosine similarity methodologies.
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Fairness
Responsible Al

Framework

Reliability & Safety

Privacy & Security

Transparency

Human Accountability



https://www.microsoft.com/en-us/ai/responsible-ai
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“Superintelligent Al has the

potential to shape the
cosmos. If directed wisely, it
could be a force for

immeasurable good.”

- Nick Bostrom
Al Leader
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